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Network Security Concepts

Network security is the process of physical and
software preventative measures to protect the
networking infrastructure from unauthorized access,
malfunction, destruction, misuse, modification, or
improperdisclosure,therebycreatinga secureplatform
for computers,users,and programsto perform their
permitted critical functions within a secure
environment.
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Networksecuritythreatstypes:
ÅPassiveNetwork Threats: Passivecyber attacks employ non-

disruptivemethodsso that the hackerdoesnot draw attention to
the attack. Passiveattacksare usuallydata gatheringoperations,
which meansthey usuallyemploy somesort of malwareor hack
that eavesdropson system communicationsActivities such as
wiretapping and idle scansthat are designedto intercept traffic
travelingthroughthe network.

ÅActiveNetwork Threats: Activecyberattacksare often aggressive,
blatant attacks that victims immediately becomeaware of when
they occur. Activitiessuchas Denialof Service(DoS) attacksand
SQLinjection attackswhere the attacker is attempting to execute
commandsto disrupt the ƴŜǘǿƻǊƪΩǎnormal operation. Viruses,
worms,Trojanhorse,spam,malware, Denialof Serviceattacks,and
passwordcrackersareall examplesof activecyberattacks.
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Computervirus - is a malicioussoftwareprogramloadedonto a user'scomputerwithout the
user'sknowledgeandperformsmaliciousactions.
COMMONTYPESOFCOMPUTERVIRUSES
1. RESIDENTVIRUS-Residentvirusesset up in RAM and meddle with systemoperations. ¢ƘŜȅΩǊŜso
sneakythat they canevenattachthemselvesto anti-virussoftwarefiles.
2. MULTIPARTITEVIRUS-Thisvirus infects the entire system. Multipartite virusesspreadby performing
unauthorizedactionson operatingsystem,folders,andprograms.
3. DIRECTACTION-This virus targets a specific file type, most commonly executablefiles (.exe), by
replicatingand infecting files. Due to its targeted nature, this virus type is one of the easierones to
detectandremove.
4. BROWSERHIJACKER-Easilydetected, this virus type infects browser and redirects you to malicious
websites.
5. OVERWRITEVIRUS-Like the name implies, overwrite virusesoverwrite file content to infect entire
folders,files,andprograms.
6. WEBSCRIPTINGVIRUS-Thissneakyvirusdisguisesitself in the codingof links,ads,images,videos,and
sitecode. It caninfect systemswhenusersdownloadmaliciousfilesor visit maliciouswebsites.
7. FILEINFECTOR-By targeting executablefiles (.exe), file infector virusesslow down programsand
damagesystemfileswhena userrunsthem.
8. NETWORKVIRUS-Network viruses travel through network connectionsand replicate themselves
throughsharedresources.
9. BOOTSECTORVIRUS-Oneof the easiervirusesto avoid,this virushidesout in a file on a USBdrive or
emailattachment. Whenactivated,it caninfect theǎȅǎǘŜƳΩǎmasterboot recordto damagethe system.
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Waysto preventfrom computervirusς

ÅOpen Emails, Even Coming From Friends,
Carefully

ÅInstall Anti-virus Software and Keep it up to
Date

ÅScanSystemRegularly

ÅBrowseSafely

ÅDownloadFilesCarefully
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A computer worm - is a malicious, self-replicating software program
(popularlytermed as'malware')whichaffectsthe functionsof softwareand
hardwareprograms.
Different typesof ComputerWormsare:
ωEmailWorms: EmailWormsspreadthroughinfectedemailmessagesasan
attachmentor a link of an infectedwebsite.
ωInstant MessagingWorms: Instant MessagingWorms spreadby sending
linksto the contactlist of instantmessagingapplications.
ωInternet Worms: Internet worm will scanall availablenetwork resources
usinglocaloperatingsystemservicesand/or scanthe Internet for vulnerable
machines. If a computer is found vulnerableit will attempt to connectand
gainaccessto them.
ωIRC Worms: IRC Worms spread through IRC chat channels, sending
infectedfilesor linksto infectedwebsites.
ωFile-sharingNetworksWorms: File-sharingNetworksWormsplacea copy
of them in a sharedfolder andspreadviaP2Pnetwork.
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Waysto preventfrom computerworms
ÅSincesoftware vulnerabilitiesare major infection vectors

for computer worms, be sure that ŎƻƳǇǳǘŜǊΩǎoperating
system and applications are up to date with the latest
versions. Install theseupdatesas soonasǘƘŜȅΩǊŜavailable
becauseupdatesoften includepatchesfor securityflaws.

ÅPhishing is another popular way for hackers to spread
worms Alwaysbe extra cautiouswhen openingunsolicited
emails,especiallythosefrom unknownsendersthat contain
attachmentsor dubiouslinks.

ÅBe sure to invest in a strong internet security software
solutionthat canhelpblockcomputerworms.
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A Trojanhorse- or Trojan,is a type of maliciouscodeor software that lookslegitimate
but can take control of computer. A Trojanis designedto damage,disrupt, steal,or in
generalinflict someother harmfulactionon dataor network.
Typesof Trojanviruses
Å BackdoorTrojans- Thistype of Trojanallowshackersto remotelyaccessand control

a computer,often for the purposeof uploading,downloading,or executingfiles at
will.

Å ExploitTrojans-TheseTrojansinject a machinewith code deliberatelydesignedto
takeadvantageof a weaknessinherent to a specificpieceof software.

Å Rootkit Trojans-TheseTrojansare intended to prevent the discoveryof malware
alreadyinfectinga systemsothat it canaffectmaximumdamage.

Å BankerTrojans-Thistype of Trojanspecificallytargetspersonalinformation usedfor
bankingandother onlinetransactions.

Å Distributed Denial of Service(DDoS) Trojans- Theseare programmedto execute
DDoSattacks, where a network or machine is disabled by a flood of requests
originatingfrom manydifferent sources.

Å DownloaderTrojans-Theseare files written to downloadadditionalmalware,often
includingmoreTrojans,onto a device.
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Waysto preventfrom TrojanHoarse
ÅNeverdownloador installsoftwarefrom a sourceyouŘƻƴΩǘ

trust completely

ÅNever open an attachment or run a program sent in an
emailfrom someoneyouŘƻƴΩǘknow.

ÅKeepall software on your computer up to date with the
latestpatches

ÅMake sure a Trojan antivirus is installed and running on
compute
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Spam- is any kind of unwanted,unsoliciteddigital
communicationthat gets sent out in bulk through
email

Waysto preventfrom spam

ÅNevergiveout or postyouremailaddresspublicly

ÅThinkbefore click

ÅDonot reply to spammessages

ÅDownloadspamfiltering tools and use anti-virus
software
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Cookies- are files that contain small piecesof dataτ like a
usernameand passwordτ that are exchangedbetween a
user's computer and a web server to identify specificusers
andimprovetheir browsingexperience.
Shoppingsites use cookies to track items users previously
viewed,allowingthe sitesto suggestother goodsthey might
like .
CookiesŎŀƴΩǘinfect computerswith virusesor other malware,
although some cyber attacks can hijack cookies and,
therefore,browsingsessions.
BewareThird-PartyCookies-Third-party cookieslet advertisers
or analyticscompaniestrack an individual'sbrowsinghistory
acrossthe web on any sites that contain their ads. cookies
themselvesaren't harmful.
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Protectionusingfirewall-

Firewallsare software programsor hardwaredevicesthat filter and examinethe
informationcomingthroughyour Internet connection.
All messagesentering or leaving the intranet pass through the firewall, which
examineseachmessageand blocksthose that do not meet the specifiedsecurity
criteria.
You need a firewall to protect your confidential information from those not
authorisedto accessit and to protect againstmalicioususersand accidentsthat
originateoutsideyournetwork.
One of the most important elementsof a firewall is its accesscontrol features,
whichdistinguishbetweengoodandbadtraffic.
Therearevarioustypesof firewall. In ascendingorder, they are
Å Packetlayer: Thisanalysesnetwork traffic at the transportprotocol layer.
Å Circuitlevel: Thisvalidatesthat packetsareeither connectionor datapackets.
Å Application layer : This ensures valid data at the application level before

connecting.
Å Proxyserver: Thisinterceptsall messagesenteringor leavingthe network.
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WhatKindof AttacksDoFirewallsProtectAgainst?
Firewallsprevent cybercriminalsfrom gainingaccessto your personalinformation.
Theissuesinclude,but arenot limited to:
BackdoorAccess: A backdoor refers to any security holes or bugs that, when
exploited, allow unauthorized control over the program. Even entire operating
systemslike Windowscanhavebackdoors,and an experiencedhackerknowshow
to takeadvantageof them.
RemoteLoginHijacking: A remote desktopallowsyou to connectand control your
computerfrom another locationover the internet. However,hackerscanhijackthe
login,accessyourmachine,andstealyour files.
EmailAbuse: Thistype of attacktargetsan individualin whichthe perpetratorsends
thousandsof emailsto clogtheǾƛŎǘƛƳΩǎinbox. Spamemail is alsopopularandwhile
most ismerelyannoying,somemaycontainvirusesandmalware.
SourceRouting: When data packetsare traveling through an online network, they
are typically άǇŀǎǎŜŘŀƭƻƴƎέby multiple routers before reachingits destination.
Somehackerstake advantageof this systemby makingmaliciousdata packslook
likeǘƘŜȅΩǊŜcomingfrom a trusted source. Many firewallsdisablesourcerouting for
this reason.
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HTTPS(Hypertext transfer protocol secure)- helpsprevent intruders
from tamperingwith the communicationsbetweenyour websitesand
your users'browsers. It scramblethe messagesusingthat "code" so
that no one in between can read the message. It keeps our
informationsafefrom hackers.
Https usesthe "code" on a SecureSocketsLayer(SSL),sometimes
called TransportLayerSecurity(TLS)to send the information back
andforth.
Essentially,we needthree thingsto encryptdata:
ÅThedatato besent/encrypted
ÅAuniqueencryptionkey
ÅAnencryptionalgorithm(amath function that garblesthe data)
asymmetricencryption is used in https. Asymmetricmeanswe are
usingtwo different keys,oneto encryptandoneto decrypt.
Thisencryptionisnow doneat TLSrather than SSL.
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CyberCrime- Anycrimethat involvesa computeranda network is
calledaά/ƻƳǇǳǘŜǊ/ǊƛƳŜέorά/ȅōŜǊCrime.
Or in other term ,it is a crime in which a computer is the object of
the crime (hacking,phishing,spamming)or is used as a tool to
commitanoffense(childpornography,hatecrimes).
STEPSTOPROTECTYOURSELFAGAINSTCYBERCRIME

1. Make sure your security software is current ςand update it
regularly.

2. Lockor logoff yourcomputerwhenyoustepaway.
3. Gooffline whenyouŘƻƴΩǘneedaninternet connection.
4. Considersharinglessonline.
5. Thinktwice aboutusingpublicWi-Fi.
6. Whenin doubt,ŘƻƴΩǘclick.
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Phishing is a cyber attack that uses disguised email as a
weapon.Theattackersmasqueradeasa trustedentity of somekind,
The goal is to trick the email recipient into believing that the
messageis something they want or need τ recipient fills/send
sensitive information like account no, username,passwordetc.
,thenattackerusethese.
Howto preventphishing
Å Alwayscheckthe spellingof the URLsbeforeclick
Å Watch out for URLredirects, that sent to a different website with identical

design
Å If receivean email from that seemssuspicious,contact that sourcewith a

newemail,rather than just hitting reply
Å Don't post personaldata, like your birthday, vacationplans,or your address

or phonenumber,publiclyon socialmedia
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Illegaldownloadingis obtainingfiles or computerresourcesthat w
do not have the right to use from the Internet. Copyright laws
prohibit Internet usersfrom obtainingcopiesof media that we do
not legally purchase. Theselaws exist to prevent digital piracy,
muchof whichisgenerallyconductedthroughInternet file sharing.
Howto preventillegaldownloading
moviepiracyhasactuallydecreasedsignificantlythroughBitTorrent
andother traceablemethods,asthe adoptioncurveof Netflix (and
other) streamingoptionshasincreased. Theanswerthere issimple
- makeit cheaperand easierto accessmedia in a "legal" manner,
andmorepeoplewill utilizethosepathsthan the "illegal"paths
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Childpornographyis consideredto be any depictionof a minor or
an individualwho appearsto be a minor who is engagedin sexual
or sexually related conduct. This includes pictures, videos, and
computer-generatedcontent. Evenaltering an image or video so
that it appearsto bea minor canbeconsideredchildpornography.

Childpornographyis a crime in India. IT Act, 2000& Indian Penal
Code,1860providesprotection from child pornography.Thenewly
passedInformation TechnologyBill is set to make it illegal to not
only createand transmit child pornographyin any electronicform,
but evento browseit.
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With the growth in online servicesand internet use, there are many
opportunities for criminals to commit scamsand fraud. Theseare
dishonestschemesthat seekto takeadvantageof unsuspectingpeople
to gaina benefit (suchasmoney,or accessto personaldetails). These
areoften containedin spamandphishingmessages.
Commontypesof onlinescamsinclude:
ÅUnexpectedprizescams,
ÅUnexpectedmoneyscams,
ÅDatingor romancescams,
ÅThreatsandextortion scams,
ÅJobsandinvestmentscams,and
Å Identity theft.
Donot respondto onlinescamsor fraud. If you receivean emailor SMSwhich looks
like a scam,the bestthing to do isdeleteit.It is the bestsolutionfor onlinescam.
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Cyberforensicsis a way or an electronicdiscoverytechniquewhich
is usedto determineand revealtechnicalcriminalevidence. Various
capabilitiesof cyberforensicsare.
ÅComputer forensics
ÅComputer exams.
ÅData analysis.
ÅDatabase study.
ÅMalware analysis.
ÅMobile devices.
ÅNetwork analysis.
ÅPhotography.
ÅVideo analysis.
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IntellectualProperty(IP)ςis a property createdby a personor group of
personsusingtheir own intellect for ultimate usein commerceandwhich
isalreadynot availablein the publicdomain.
Examplesof IP Propertywhich are, an invention relating to a product or
any process, a new design,a literary or artistic work and a trademark(a
word, a symboland/ or a logo,etc.),

Intellectual Property Right (IPR)is the statutory right granted by the
Government,to the owner(s)of the intellectualpropertyor applicant(s)of
an intellectual property (IP) to exclude others from exploiting the IP
commerciallyfor a givenperiod of time, in lieu of the discloserof his/her
IPin anIPRapplication.
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WhyshouldanIPbeprotected?
ü IP is an assets and can be exploited by the owner for

commercialgainsanymanner
ü IP owner may intend to stop others from manufacturingand

sellingproductsandserviceswhicharedullyprotectedby him
ü IPownercanselland/or licensethe IPfor commercialgains
ü IPcanbe usedto establishthe goodwillandbrandvaluein the

market.
ü IP can be mention in resumesof ƛǘΩǎcreator and thus show

competenceof ƛǘΩǎcreator
ü IPRcertificate establisheslegal and valid ownershipabout an

intellectualproperty
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Kindsof IPRs
ÅPatent(to protect technologies- ThePatentAct)
ÅTradeMark (to protect words, signs,logos,labelsςTheTrade

MarkAct)
ÅDesign (to protect outer ornamental configuration ςThe

DesignsAct)
ÅGeographical Indications (GI) (to protect region specific

productςTheGeographicalIndicationsof GoodsAct)
ÅCopyright(to protect literary and artistic work ςTheCopyright

Act)
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IPRs are protected in accordance with the provisions of
legislationsof a country specific. In India, IPRscan be protected
andmonopolizedasper the act. Someof them are

1- ThePatentAct,1970,
2- TheDesignsAct,2000,
3- TheTradeMarkAct,1999,
4- TheGeographicalIndicationsof GoodsAct,1999,
5- TheCopyrightAct,1957,
6- Protectionof IntegratedCircuitsLayoutandDesignsAct,2000,
7- Protectionof PlantVarietiesandFarmersRightsAct,2001, and
alsoTradeSecret
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Hackingis identifyingweaknessin computersystemsor networksto exploit its weaknesses

to gainaccess. Example:Usingpasswordcrackingalgo. to gainaccessto a system.
Typesof hackers-

Network Security Concepts

Å EthicalHacker(White hat): A hackerwho gainsaccessto systemswith a view to fix the
identified weaknesses. They may also perform penetration Testing and vulnerability
assessments.

Å Cracker(Blackhat): A hacker who gains unauthorizedaccessto computer systemsfor
personalgain. The intent is usuallyto steal corporatedata, violate privacyrights, transfer
fundsfrom bankaccountsetc.

Å Grey hat: A hackerwho is in between ethical and black hat hackers. He/she breaksinto
computersystemswithout authority with a view to identify weaknessesandrevealthem to
the systemowner.

Å Script kiddies: A non-skilled personwho gainsaccessto computer systemsusingalready
madetools.

Å Hacktivist: A hackerwho usehackingto sendsocial,religious,and political, etc. messages.
Thisisusuallydoneby hijackingwebsitesandleavingthe messageon the hijackedwebsite.

Å Phreaker:A hacker who identifies and exploits weaknessesin telephones instead of
computers.
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Cyberlaw is any law that appliesto the internet and internet-related
technologies. Cyberlaw provideslegalprotectionsto peopleusingthe
internet. This includes both businessesand everyday citizens.
Understandingcyber law is of the utmost importanceto anyonewho
usesthe internet. Cyberlaw is important becauseit touchesalmostall
aspectsof transactionsand activities and on involving the internet,
World Wide Web and cyberspace. Every action and reaction in
cyberspacehassomelegalandcyberlegalangles.
CyberLawsin Indiapreventanycrimedoneusingtechnology,wherea
computer is a tool for cybercrime. IT Act 2000 was enacted and
amendedin 2008coveringdifferent typesof crimesundercyberlaw in
India.
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TheInformationTechnologyAct,2000provideslegalrecognitionto the transaction
done via an electronic exchange of data and other electronic means of
communicationor electroniccommercetransactions.Someof sectionsunder it act
2000aregivenbelow.

SECTIO
N

OFFENCE PENALTY

67A
Publishing images containingsexual 
acts

Imprisonment up to seven years, or/and with fine up toRs. 
1,000,000

67B
Publishingchild pornor predating 
childrenonline

Imprisonment up to five years, or/and with fine up 
to Rs.1,000,000 on first conviction. Imprisonment up to 
seven years, or/and with fine up toRs.1,000,000 on second 
conviction.

67C Failure to maintain records Imprisonment up to three years, or/and with fine.

68 Failure/refusal to comply with orders
Imprisonment up to three years, or/and with fine up 
to Rs.200,000

69 Failure/refusal todecrypt data Imprisonment up to seven years and possible fine.

70
Securing access or attempting to 
secure access to a protected system

Imprisonment up to ten years, or/and with fine.

71 Misrepresentation
Imprisonment up to three years, or/and with fine up 
to Rs.100,000
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